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The paper has been jointly elaborated by
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Research Working Group

Resilience of what to
what
Natural Events

Man-Made Events

Resilience to what:
The US example
• In the US, shift in perception and terminology
after Hurricane Katrina in 2005
• The Department of Homeland Security (DHS)
adopted an all-hazards approach, and identified
resilience, rather than protection, as a priority
• Today, resilience has been adopted into federal
emergency preparedness and management
efforts aimed at resilient communities
• FEMA offers training programs to build
resilient communities and to strengthen the
role of non-state actors in disaster management

• DHS has launched Ready.gov (website that
provides guidance on disaster preparedness and
response for communities)

Rational and ambition

• If we consider Resilience as a core principle and a priority, we need to create a
shared and consensual view on the topic of “Resilience”, its objectives, its
potential outcomes, etc.
• To make this happen we need to start from a common understanding of the
concept and afterwards create a consent on terminology, approaches, etc.
• Where we are now ? (SoA of methods, metrics, applications, etc.)
• What we would like to achieve in a 2-3 years timeframe ? (H2020 & beyond)
• To co-share and co-create, the CoU is a very valuable context to elaborate the
idea and share it with a wide community to support future research

Background Information
• A primer for synergy and interaction within the security R&D community,
opening discussion for framing resilience challenges, setting R&D priorities
and provide relative recommendations

• Help to identify areas and/or sectors that deserve particular attention and
initiate a thorough investigation on the Resilience potential
• A starting point for future documents focusing on specific aspects of
resilience (e.g. methods, tools, etc.) and/or specific applications (e.g.
Critical Infrastructure, soft targets, etc.)

• A working document to pave the ground for discussions among
stakeholders and to provide a mechanism for engaging them in future
contributions

Overarching Aims
•

To establish the “resilience paradigm” as an efficient aspect in the
security culture
•

How to deliver harmonized policies and technologies ?

•

How to promote the take-up of practices and operational resilience
procedures, aiming to cope with current and emerging risks ?

•

To define a common language that will facilitate and support common
understanding, perception, and modelling of resilience

•

To arrange and organize actual knowledge to develop and encourage a
consensual view on resilience and to investigate strategies and approaches,
strengthening cooperation and collaboration among stakeholders

Resilience challenges
• A clear challenge is that the term "resilience" and the perception of it isn’t yet
defined in a clear and transparent way:
• In some cases, it is seen as a built-in feature of systems and societies
• In others, as a strategic concept or a masterplan element that can be applied

Resilience sits in an intricate
interplay
among
individuals,
communities,
institutions
and
infrastructures

Resilience challenges
• Resilience has emerged as a concept for better understanding the performance
and behaviours of a system during and after the occurrence of disturbances

• Recently, it has grown as a proactive approach to enhance the ability of a
system (to prevent damage before disturbance events, mitigate losses during the
events and improve the recovery capability after the events)

• The concept of resilience is still evolving and developing, resulting in an array of
definitions, tools, etc. that have clouded the concept itself

• To date, resilience still requires metrics that are both adequate to measure
individual system qualities and generalizable to complex systems

The concept of Resilience
As examples, from an operational viewpoint, resilience can be defined as:

The ability of the system to withstand an unexpected harmful change or a
disruptive event by reducing the initial negative impacts (absorptive capability),
by adapting itself to them (adaptive capability) and by recovering from them
(restorative capability) (Fiksel, 2003)
The persistence of relationships within a system and a measure of the ability of
these systems to absorb changes of state variables, driving variables, and
parameters, and still persist" (Holling, 1973)
The ability of a system to resist the effects of disruptive forces and to reduce
performance deviations” (Nan, Sansavini, & Kröger, 2016)

… and many other definitions …..

Resilience vs. Disaster Management
• Today challenges call for a systemic
approach through the phases of the
Disaster Management Cycle

• Therefore, resilience has to be connected to
these phases and integrated within the
Disaster Management Cycle
The Resilience Cycle (Charlie Edwards): https://www.demos.co.uk/files/Resilient_Nation_-_web-1.pdf

Priorities and topics
In this context, among the others, the following priorities can be foreseen:

• To consider resilience as a core principle in the design of security solutions
(e.g. “Resilience-by-Design) to operationalize resilience
• To build a rigorous framework to organize different notions and purpose of
resilience towards a Resilience Directive
• To define first and standardize afterwards resilience metrics (including
financial and organizational aspects) in order to quantify the resilience in
realistic ways (through benchmark, scenarios, etc.)

Priorities and topics
• To
elaborate
the
operationalization
of
the
resilience concepts in order to
harmonize them with disaster
risk reduction. A framework for
Resilient
Management
Guidelines (RMGs) is a valuable
step in this direction
• To strengthen preparedness and
training of practitioners (and
citizens) in addressing complex
situations
(to
increase
organizational/societal
resilience)

Considerations
To put these priorities in place, we need:
A. Connection (with policy): a common understanding of resilience as a significant
element of security culture and policy
B. Communication (among stakeholders – including citizens): discuss and spread
the word of resilience down to operational users, communities, etc.

C. Modelling and Quantification (+
standardization): ways to model, assess
and quantify resilience aspects, by
means of proper and agreed
methodologies

Recommendations
A. To establish science-policy interfaces that may support the development
and use of R&D on designing and developing innovative (socio-technical)
solutions to enhance the resilience of systems (short term)

B. To be ready to tackle emerging risks, based on adaptive capacities developed
within a relevant EU framework for Resilience (short to medium term)

C. To elaborate ways to model and quantify Resilience as a security
performance index (medium to long term), aiming to build the future
generation of practices (and standards) in resilience metrics (working on
methodological approach in cooperation with research initiatives in US, etc.)

Conclusions (before the
workshop)
We look forward to the presentations and discussions
today and tomorrow to see “how close” we are with
respect to these findings and recommendations and to
identify common interests that can lead to shared
initiatives strengthening the involvement of all
stakeholders

These findings will be summarized in Session 6
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Some workshop findings
A. Economics aspect of Resilience – Boosting resilience through Innovative Risk
Governance

B. Share best practices and guidelines in order to define benchmarks (but what
about structuring practices?)
C. Smart cities – towards resilient cities?
D. Lack of clear practical definition/s of Resilience in CI
E. Contextualization – Multiple Infrastructures, space dimensions, interlink
among multiple actors, etc.
F. Resilience as an “ability” (e.g. a built-in-feature of a system?)
G. Resilience Management Index (the US case)

Some workshop findings
I. A big issue is lack of simulation and the access of data – a framework is
needed

J. Path forward for resilience assessment
A. Methodology at facility level
B. Methodology at sector or community level
K. Why Measuring resilience:
A. To quantity the impact of and to evaluate the effectiveness of initiatives

B. To estimate the cost/benefit opportunity of decisions and actions
L. A set of measurements is needed view as a comprehensive method taking
into account the various “aspects” of Resilience

Some workshop findings
M. Resilience assessment:
A. Semantic disambiguation of the terminologies used in the indicator
definition: social dialogue
B. Need of indicators acceptance in the community/system of reference
C. Indicators measurability (data exist? Are they available? How much do
they costs?)
N. Resilience assessment metrics have an a social and political impact
O. Visualization of resilience: create confidence in the concept, bring the
essence of it

Conclusions after the
workshop
A. Which are the “essentials” an organization, a system, a
community, etc. have to put in place to determine its level
of resilience?

B. Rank resilience: we need to “score” resilience, but we need
a benchmark approach

C. Visualization of “resilience” is fundamental to make it an
attractive concept, to raise confidence so that to engage
users and bring down a complex concept to the level of users
and citizens

Conclusions after the
workshop
D. Political implications of resilience need to be clear: the impact
of resilience in decisions and actions is a way to make
resilience useful and understandable at community level

E. The importance of Time and Costs variables in making
resilience operational – aren’t those keywords well understood
by institutions and decision makers for taking actions? “What
about if Resilience is defined as “Measure of the cost and time
of recovery”? (www.inrisk.ubc.ca)

F. US has ready.gov, what we can built at EU Level?

Way forward
A. Google docs (or something like this) for joint elaboration of a CoU
position paper on resilience starting from the IMG-S EARTO paper
(moderator IMG-S - EARTO)
B. Resilience Management Guidelines/Framework as a EU policy directive

C. Establish and validate common resilience indicators in different contexts
(e.g cities, CIs, networks etc. Resilience of what to what)
D. Integrate resilience with risk management in civil protection and CIP
plans
E. Include resilience issues and solutions in context of new threats (cyberattacks, fake news, asymmetric and hybrid threats etc.)
F. Common dissemination space for EU resilience R&D results

